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D A F  C I S O ’ S  B L U E  C Y B E R

Website
The Blue Cyber Education Series for 
Small Businesses webpage

Daily Office Hours
We have daily office hours for 
answering/researching your 
questions about Small Business 
cybersecurity and data protection!

40   Presentations
Vides and PowerPoints

Events 
All FREE and PUBLIC 
www.sbir.gov/events

https://www.safcn.af.mil/CISO/Small-Business-Cybersecurity-Information/igphoto/2002923898/igphoto/2002923898/
http://www.sbir.gov/events
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https://www.cisa.gov/stopransomware
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 The Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA), signed 
into law in March 2022, required CISA to establish the RVWP

 CISA accomplishes this work by leveraging its existing services, data sources, 
technologies, and authorities, including
 CISA’s Cyber Hygiene Vulnerability Scanning service
 Administrative Subpoena Authority

 CISA Regional staff members, located throughout the country, make notifications 
and may provide resources to mitigate the vulnerability.
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Ransomware Vulnerability Warning Pilot (RVWP)

https://www.cisa.gov/stopransomware/Ransomware-Vulnerability-Warning-Pilot
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 In 2023, CISA conducted more than 1,700 notifications to various organizations 
about open vulnerabilities on their networks that are specifically exploited by 
ransomware actors

 If you receive a notification, you can verify the identity of the CISA personnel through 
CISA Central: Central@cisa.gov or (888) 282-0870.
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Ransomware Vulnerability Warning Pilot (RVWP)

https://www.cisa.gov/stopransomware/Ransomware-Vulnerability-Warning-Pilot
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2023 Pre-Ransomware Notifications
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https://www.cisa.gov/about/2023YIR

In 2023, CISA conducted more than 1200 pre-ransomware notifications to 
include:

Driven by the cybersecurity research community, infrastructure providers, and cyber threat 
intelligence companies about potential early-stage ransomware activity.
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http://www.cisa.gov/about/2023YIR
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Questions?
Central@CISA.GOV

888-282-0870

Or 

https://www.cisa.gov/about/regions

Or

Joseph “JD” Henry 
Cybersecurity Advisor 

Joseph.Henry@cisa.dhs.gov

TLP:CLEAR

All CISA services and resources can be found by visiting 
www.CISA.gov

mailto:Central@CISA.GOV
https://www.cisa.gov/about/regions
mailto:Joseph.Henry@cisa.dhs.gov
mailto:Joseph.Henry@cisa.dhs.gov
http://www.cisa.gov/


Ransomware Protection and Response FROM NIST  
https://csrc.nist.gov/Projects/ransomware-protection-and-response

Tips and tactics for preparing your organization for ransomware attacks are here!
•Video: Protecting Your Small Business--Ransomware
•Fact sheet: How do I stay prepared?
•Infographic: Quick steps you can take now
•Video: Tips to Help Your Company Protect Against Ransomware Attacks

Thanks for helping shape our ransomware guidance!
•We've published the final NISTIR 8374,
• Ransomware Risk Management: A Cybersecurity Framework Profile and the
• Quick Start Guide: Getting Started with Cybersecurity Risk Management | Ransomware.
•Thanks for attending our July 14th Virtual Workshop on Preventing and Recovering from 
Ransomware and Other Destructive Cyber Events. Please watch the recording HERE.

https://csrc.nist.gov/Projects/ransomware-protection-and-response
https://youtu.be/2I7Jn1qHw4U
https://csrc.nist.gov/CSRC/media/Projects/ransomware-protection-and-response/documents/NIST_Tips_for_Preparing_for_Ransomware_Attacks.pdf
https://csrc.nist.gov/CSRC/media/Projects/ransomware-protection-and-response/documents/NIST_Ransomware_Tips_and_Tactics_Infographic.pdf
https://www.kaltura.com/index.php/extwidget/preview/partner_id/684682/uiconf_id/46560773/entry_id/1_1zg158ju/embed/dynamic
https://csrc.nist.gov/pubs/ir/8374/final
https://csrc.nist.gov/pubs/other/2022/02/24/getting-started-with-cybersecurity-risk-management/final
https://www.nccoe.nist.gov/events/virtual-workshop-preventing-and-recovering-ransomware-and-other-destructive-cyber-events
https://www.nccoe.nist.gov/events/virtual-workshop-preventing-and-recovering-ransomware-and-other-destructive-cyber-events
https://www.nist.gov/video/nccoe-industry-days-preventing-and-recovering-ransomware-and-other-destructive-cyber-events


Ransomware Protection and Response FROM NIST  
https://csrc.nist.gov/Projects/ransomware-protection-and-response

•Cybersecurity resources for small businesses:
Small Business Cybersecurity Corner
Video: Protecting Your Small Business—Ransomware

•Protecting the security of business information and devices:
Securing Data & Devices

•Preventing and recovering from cybersecurity incidents:
Responding to a Cyber Incident

•In-depth information on protecting data against ransomware:
Data Integrity: Identifying and Protecting Assets Against Ransomware and Other Destructive Events (SP 1800-25)

•Preventing ransomware and other malware incidents:
Guide to Malware Incident Prevention and Handling for Desktops and Laptops (SP 800-83 Rev. 1)

•Improving the security of telework, remote access, and bring-your-own-device (BYOD) technologies:
Telework: Working Anytime, Anywhere
Guide to Enterprise Telework, Remote Access, and Bring Your Own Device (BYOD) Security (SP 800-46 Rev. 2)

•Patching software to eliminate vulnerabilities:
Guide to Enterprise Patch Management Technologies (SP 800-40 Rev. 3)
Critical Cybersecurity Hygiene: Patching the Enterprise project

•Using application control technology to prevent ransomware execution:
Guide to Application Whitelisting (SP 800-167)

•In-depth information on detecting and responding to ransomware attacks:
Data Integrity: Detecting and Responding to Ransomware and Other Destructive Events (SP 1800-26)

https://csrc.nist.gov/Projects/ransomware-protection-and-response
https://csrc.nist.gov/projects/small-business-cybersecurity-corner
https://www.youtube.com/watch?v=2I7Jn1qHw4U
https://www.nist.gov/itl/smallbusinesscyber/securing-data-devices
https://www.nist.gov/itl/smallbusinesscyber/responding-cyber-incident
https://csrc.nist.gov/publications/detail/sp/1800-25/final
https://csrc.nist.gov/publications/detail/sp/800-83/rev-1/final
https://csrc.nist.gov/projects/telework-working-anytime-anywhere
https://csrc.nist.gov/publications/detail/sp/800-46/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-40/rev-3/final
https://www.nccoe.nist.gov/projects/building-blocks/patching-enterprise
https://csrc.nist.gov/publications/detail/sp/800-167/final
https://csrc.nist.gov/publications/detail/sp/1800-26/final


https://www.cisa.gov/resourcestools/resources/stopransomware-guide
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